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1.0 Purpose:

The purpose of the Standard Operating Procedure is to outline the process to be followed when WAHO wishes to implement a validated Information Technology system. 

2.0 Scope:

This SOP applies to all validated Information Technology  systems.

3.0 Responsibility:

Overall responsibility for ensuring a computer system used in the discovery, development and manufacture of pharmaceutical products lies with the business process owner. It is recommended for the business process owner to be assisted by an experienced computer validation specialist, experienced in the production of validation documentation. The validation specialist will assume responsibility for validation of IT systems in WAHO strictly adhere to this implementation life cycle.

4.0 Reference:

	Document ID
	Title

	SOP_0102
	Document Standards

	SOP_0601
	Test Plan SOP

	SOP_0602
	Test Case SOP

	SOP_0800
	Validation Change Control SOP

	SOP_0106
	Incident Reporting SOP



5.0 Materials & Equipment:

Hardware, Software, and other ICT infrastructures

6.0 Definitions/Abbreviations:

SOP – Standard Operating Procedure, a description of the processes and standards that must be employed to undertake a specific set of activities.
Validation – defined at its simplest, is demonstrating that a computer system operates as it purports to, and that it will continue to do so.
Client – the business system owner is typically the ‘line’ manager responsible for the business process where the computer system will be used. 
Validation Group – the group responsible for ensuring that computer systems are implemented and maintained in a validated state.
IT Group – the group responsible for development, operation, and maintenance of computer systems.
7.0 

7.0 [bookmark: _Toc145234947]Procedures:

The procedure will be used for the implementation, configuration, and maintenance of all applications that are supported.

Each document will be routed to various groups for approval signature. The groups are identified as 'IT'– IT group, 'C' - Client, and 'V' - Validation.

7.1	Initiation Phase

A new project to introduce an Information Technology systems into a business area that may directly or indirectly be required to meet regulatory requirements must follow the validation process. 

· The Validation Group will carry out a validation determination assessment to decide whether the new IT system, or change to an existing system, requires validation.

· The output from the validation assessment will be a Validation Determination Statement. 

· If the new environment or change requires validation, a Validation Plan will be prepared and this will detail the deliverables, and responsibilities for validation activities.

	
	Deliverables
	Prepare
	Approval

	Input:
	User Requirement
	V
	IT, V, C

	Output:
	Validation Determination Statement
	V
	IT, V, C

	
	Validation Plan
	V
	IT, V, C

	
	Design Qualification
	V
	IT, V, C

	
	Vendor Audit Report
	V
	IT, V, C


7.2	Design Phase

During the Design Phase, the Project Team creates the “Configuration Specification“. The “Configuration Specification” explains how the application will be deployed.

· The nature of the “Configuration Specification” will vary according to specific requirements of the IT system and existing infrastructure. 

· Before the “Configuration Specification” is approved, a review of the design will be performed to ensure all aspects of the “Functional Requirements Specification” are covered. 

· Any differences identified in this review will be documented in the “Configuration Specification”. 

· Once the “Configuration Specification” is approved, any further requirement changes are amended to the “Configuration Specification” and to the “Functional Requirements Specification”. 

· If the design requires use of new deployment tools or study implementation approach, separate standards and conventions shall be written.

· When the test or production environments are implemented the configuration is under change control. 

· An “Installation Qualification” describing the protocol to be used to ensure the quality of the installation will be created. 

· [bookmark: _Ref520610062][bookmark: _Toc145235482]Installation Plans” that would describe how application will be introduced into test and production environment are written for each hardware/software platform used in testing or production and referenced within the “Installation Qualification”. 

Following are deliverables from this phase
	
	Deliverables
	Prepare
	Approval

	Input
	Functional Requirement Specification
	
	

	
	Design Qualification ( Pre-Approved)
	
	

	Output
	Configuration Specification
	IT
	IT, V, C

	
	Unit Test Report
	IT
	IT, V 

	
	Configuration Management Plan
	IT
	IT, V

	
	Approved Design Qualification
	V
	IT, V, C

	
	Installation Qualification 
	V
	IT, V, C

	
	Installation Plan
	IT
	IT, V



7.3	Installation Qualification (Operational Qualification) Phase

During the system test installation qualification phase, the application and supporting hardware will be installed into a test environment and configured by following protocols described in the Installation Qualification and associated Installation Plans.

	
	Deliverables
	Prepare
	Approval

	Input
	Pre-Approved Installation Qualification
	
	

	
	Installation Plan
	
	

	
	Tested application Module/features
	
	

	Output
	Configuration Specification
	IT
	IT, V, C

	
	Environment Naming Convention
	IT
	IT 

	
	Configuration Management Plan
	IT
	IT, V

	
	Approved Installation Qualification
	V
	IT, V

	
	Installation Qualification Report
	IT
	IT, V


7.4	Operational Qualification (System Test) Phase

The validation and client groups test the configured environment. The “Operational Qualification” and associated “System Test Cases” define how the system will be tested. 

Following are considered in this phase:
· The “System Test Cases” are derived from the “Functional Specification” and describe how data gathering environment will function. 

· It is expected that the Installation Phase may be revisited as the result of failed system tests. 

· The “Operations Manual” that describes how the computer operators will support the Production Environment should be developed. 

· The “Disaster Recovery Plan” that describes how the disaster recovery requirements identified in the “Functional Requirements Specification” are met should be developed 

	
	Deliverables
	Prepare
	Approval

	Input
	Configuration Specification
	
	

	
	Functional Specification
	
	

	
	Pre approved Operational Qualification
	
	

	Output
	System Test cases
	V
	IT, V, C

	
	System Test Plan 
	V
	IT, V, C

	
	System Test Result
	V
	IT, V, C

	
	Approved Operational Qualification
	V
	IT, V, C

	
	Application Manuals
	IT
	IT, V

	
	Disaster recovery Plan
	IT
	IT, V,C


7.5	Production Installation Phase

During the production installation phase the application is provisioned for production use by following the instructions in the “Installation Plan. This may include running in parallel with existing systems, out-of-hours installation, etc.

During the Installation Phase, an “Installation Report” is generated describing any anomalies or changes required to actually install the system in the Production Environment. 

The project team will develop the “Application Access Matrix Form” to document the granting of access to the application.

Installation Phase activities include completing Validation documents such as: 

· Design Qualification which documents the design of the IT system; 
· Installation Qualification which documents the hardware, software, supporting development documents, and relevant client documents such as Standard Operating Procedures; 
· Operational Qualification which provides evidence that the system will perform as described in the Functional Requirements Specification; 
· Validation Summary Report which summarizes the Validation effort, authorizes the system to be released for production use according to the Installation Plan, and documents any limitations in use of the system.






Following are the deliverables for this phase

	
	Deliverables
	Prepare
	Approval

	Input
	Pre-approved Production Qualification
	
	

	
	Installation Plan
	
	

	Output
	Installation Report
	IT
	IT, V

	
	Application Access Matrix Form 
	IT
	IT, V, C

	
	Production Qualification
	V
	IT, V, C

	
	Approved Installation Qualification
	V
	IT, V, C

	
	Validation Report
	V
	IT, V, C



7.6	Operation and Maintenance Phase (Production Qualification)

The Operation and Maintenance phase is ongoing. During this phase production qualifications must be run at scheduled intervals to ensure that the system has been maintained in a validated state.

For each production system, an incident log will be maintained as follows:

· The IT group will create for each incident an “Incident Report” to record the anomalous behaviour and whether or not the behaviour results in a change to the Application. 

· The IT Group will send a copy of the “Incident Report” to the Validation Group prior to making any changes to a validated system. 

· The Validation Group will then submit a “Validation Change Control Form “(VCC)”, which describes validation activities that must occur to effect the change, to the IT Group.

· Changes made to validated applications must not be used in production until the Validation Change Control Form has been finally approved. In making changes to the application, consideration must be given to identify which documents will be affected by the change.

· The “Validation Change Control Form” will be used to identify which documents will require amendments due to a change in the application.

Following are deliverables from this Phase

	
	Deliverables
	Prepare
	Approval

	Input
	Application Operation Manual
	
	

	
	Configuration Management Plan
	
	

	Output
	Pre-approved Production Qualification
	V
	IT, V, C

	
	Incident Report 
	IT
	IT, V

	
	Incident Log
	V
	IT, V

	
	Validation Change Control Form
	V
	IT, V, C

	
	Production Qualification
	V
	IT, V, C




8.0	Limitations:

	Key Limitations
	Consequences
	Control Measures

	
	
	




9.0	Associated Forms;

 	A1: 	Distribution Record; 

A2:	Change/Revision history;
	
	Rev. No.
	Effective date
	Page No.
	Reason for Change
	Description of Change

	
	
	
	
	



[bookmark: _GoBack]		A3:	List of Identified Officers to be trained on this SOP

Only the copies of this document stamped “Controlled Copy” in RED shall be kept updated. Other copies are uncontrolled and may contain incorrect information.

This documented information is a property of (NMRA). Disclosure of the contents to any third party without written consent of the Organization is forbidden
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